How to set up IMAP and POP3 authentication using OAuth 2.0.

Starting in October 2022, Microsoft began to disable basic authentication in Exchange Online for POP3,
IMAP and other protocols. In order for applications to continue to access Microsoft 365 (formerly Office
365) via these protocols, they must switch to modern authentication (OAuth 2.0).

Before the application can access mailboxes, it must be registered and configured in Azure Active
Directory and Microsoft 365. Below we show what needs to be done to access mailboxes via POP3 and
IMAP using modern authentication.

1. Register an application.

Log in to Azure Portal or Azure Active Directory admin center.

On the left navigation panel, click Azure Active Directory.
Navigate to App registration and click New registration.
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Give your application a name and click Register.
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The user-facing display name for this application (this can be changed later).
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Supported account types

Who can use this application or access this API?

@ Acceunts in this organizational directory only (MAPILAE UAB only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Acceunts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (2.0, Skype, Xbox)

O Personal Microsoft accounts enly
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Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Select a platform s ‘ | e.g. https://example.com/auth

By proceeding, you agree to the Microsoft Platform Policies =

Once your application is registered, note the Application (client) ID and Directory (tenant) ID.
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2. Create client secret

In the left menu, select Certificates & secrets and then click New client secret.
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Give the secret a name, specify an expiry period and click Add.
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Immediately copy and save the Value (not the Secret ID) of the secret. Client secret values
cannot be viewed, except for immediately after creation.
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3. Configure app API permissions

In the left menu, select APl permissions and then click Add a permission.
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Switch to APIs my organization uses tab, type Office 365 in the search box and click Office 365
Exchange Online entry.
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Select Application permissions, type AccessAsApp in the search box, check IMAP.AccessAsApp
and POP.AccessAsApp and click Add permissions.
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The permissions you have just added must be approved by your organization's administrator.

~ = (] X
A HarePoint Workflow Extensions X~ +

& (& & portal.azure.com/#view/Microsoft_AAD_Registered Apps/ApplicationMenuBlade/~/CallAnAPl/appld/f40f8ade-5ebc-... o e Guest (2)

P search resources, services, and docs (G+/) i testA@map!
MAPILAB UAB (MAPI

Home > MAPILAB UAB | App registrations > HarePoint Workflow Extensions

—- HarePoint Workflow Extensions | AP| permissions = - b

|,O Search ‘ « ':_:‘ Refresh ,’Qj Got feedback?

i i = . L 5 .
® Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already dane so previously.

& Quickstart

# Integration assistant . .
Configured permissions

Manage Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The
list of configured permissions should include all the permissions the application needs. Learn more about permissions and
= Branding & properties consent

3 Authentication

Add a permission
Certificates & secrets

APl / Permissions n... Type Description Admin consent req...  Status
il Token configuration
v Microsoft Graph (1) e
9= API| permissions
User.Read Delegated  Sign in and read user pr... Mo b
& Expose an AP
- ~ Office 365 Exchange ¢ e
#i Approles
Accesshsipp Application  IMAP.AccessAsApp Yes A Notgranted for MAPILA | «++
& Owners
. POPAccesshshpp  Application  POP.AccessAsApp Yes dh Not granted for MAPILA -+~
&. Roles and administrators

In the example shown in the screenshot above, the application and permissions were created by
a user without an administrative role. In this case, he/she should ask the administrator to grant
consent to your application for the specified permissions.
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Optionally, you can remove the delegated User.Read permission, which is not needed for this
application.



4. Add mailbox access permissions
Assigning mailbox access permissions is done using PowerShell.
Open your PowerShell as Administrator.

If you have not yet installed the AzureAD and ExchangeOnlineManagement modules, install
them.

Install-Module -Name AzureAD

Install-Module -Name ExchangeOnlineManagement

E¥ Administrator: Windows PowerShell - [m] X

[N] Mo [L] No to All [5]
Install-Module Exc

e module

11 [N] Mo [L] No to All [S] Suspend [?] Help

(Wondering why these modules are installed from untrusted repository? See this Azure-PowerShell issue)

In addition, you may need to set an execution policy.

Set-ExecutionPolicy RemoteSigned

EN Administrator: Windows PowerShell - [m] X

Do you

- ¥ 2
[S] Suspend



https://github.com/Azure/azure-powershell/issues/9687

Get the service principal ID associated with your application. You will be prompted to log in to
your Azure account. You can use a non-administrator account at this step.

$AppId = "YOUR_APP_ID HERE"
$TenantId = "YOUR_TENANT ID HERE"

Import-module AzureAD
Connect-AzureAd -Tenant $TenantId

($Principal = Get-AzureADServicePrincipal -filter " eq '$AppId'"
$Principalld = $Principal.ObjectId

EN Administrator: Windows PowerShell — ] *

» Import-module AzureA
Connect-AzureAd

tDomain

HarePoint Workflow Extensions

ipal.ObjectId

Create the service principal for your application. You will be prompted to log in to your Exchange
Online account. You must use an administrator account at this point.

$DisplayName = "Principal for HarePoint"

Import-module ExchangeOnlineManagement

Connect-ExchangeOnline -Organization $TenantId

New-ServicePrincipal -AppId $AppId -ServiceId $Principalld -DisplayName $DisplayName



E¥ Windows PowerShell - [m] *
S C

"Principal for HarePoint"

Import-module Exc

ch doesn't require WinRM f
¢ Auth in your client machine tk

Unlike the EX0* prefixed cmdlets, the cmdlets in this module support full functional parity with the RPS

V3 cmdlets in the downloaded module are resilient to transient failures, handling retries and throttling errors inherent

However, REST backed EOP and SCC cmdlets are not available yet. To use those, you will need to enable WinRM Basic Auth.

module

Add FullAccess permissions to all mailboxes that you want to access from your application.

Add-MailboxPermission -User $Principalld -AccessRights FullAccess -Identity "test4@mapilab.eu"

Add-MailboxPermission -User $Principalld -AccessRights FullAccess -Identity "testS@mapilab.eu"

E¥ Windows PowerShell - [m] X

> Add-MailboxPerm

User

You have now registered your application to access Office 365 mailboxes via IMAP and POP3
and received its Application (client) ID, Client secret and Directory (tenant) ID.

These strings will be used to authenticate to Microsoft 365 via OAuth 2.0 and obtain an OAuth
token. This token is then used to authenticate to Exchange Online using IMAP and POP3.



5. Configuring the HarePoint Workflow Extensions action to download mail from
Exchange Online

In order to use OAuth 2.0 authentication for the selected mailbox, you must specify a login in
the form email@clientiD@tenantiD.
The login will look like this:

test4@mapilab.eul@f40£8a8e-1234-5678-9abc-79757db581c90@d98£9541-1234-5678-9abc~-

0b6358d220ac

Specify client secret as a password.

Use SSL as the connection type.

Receive e-mail from cutlook.office365.com , secure connection type 551, login testd@mapilab.eu@f40f8a8e-1234-5678-9...

and password ulkB0 - WAlh.E . Store e-mail sender in Variable: variablel , recipient in Yariable: variabled , subject in

Microsoft 365 IMAP/POP3 server: outlook.office365.com
IMAP port: 993
POP3 port: 995

Always connect using SSL/TLS (implicit).



